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Basics About Email  
and Spam
Did you know 294 billion emails are sent every day 
(Radicati Group Study)? That’s about 3.4 million 
emails per second or 42 emails for every person 
on the planet. Those numbers are especially 
astonishing when you figure only 26% of the world 
has internet access.  There’s a kicker though- 
according to Microsoft, about 97% of email is 
unwanted. Junk. Trash. Spam.

There are so many factors that go into an 
email’s ability to get delivered- content, spam 
rules, blacklists, IP reputation, domain 
reputation, traffic, speed of delivery, 
total server connections, the recipients 
and the list goes on. Then consider that 
email service providers are under no legal 
contract, ethical obligation or moral bond 
to deliver your email. They don’t have to 
make the best effort, or any effort really. 
It’s kind of impressive that email makes it 
to the target audience  
at all.

Even if your organization’s email does 
reach the intended recipient, it still might 
not hit their inbox. More emails for organizations 
are going to spam folders than ever before. In fact, 
more email in general is going to spam folders. 
According to ReturnPath, a leading company that 
measures email deliverability, nearly one in four 
message never reach the desired inbox, and 7.4% 
of those that do are going into spam folders.  That’s 
25% of emails bouncing, going to spam folders or 
being rejected by email service providers. And that’s 
costing your organization money and actions (more 
on that later).

Email List Short Cuts =  
Very Unpleasant Consequences
Let’s first look at how organizations build their 
lists in hopes of reaching the most interested and 
engaged audience possible. Ideally, every list 
you use should be built organically, meaning that 
recipients voluntarily opt in to your communications. 
This creates highly effective sender lists, but can 
take time to gain momentum. With the busy lives 
of nonprofit staff members, its likely you’ve felt 
pressure to build your supporter email list quickly. 
You’ll probably even be tempted to leverage lists 
from past campaigns, or access other lists, which 
may not have originated with you. By sharing lists, 
you can set up others up to fail and decrease 
effectiveness. By taking a traded list, you risk 
gaining a list that’s already full of user complaints, 
spam traps, user unknowns and worthless emails. 

Let’s be clear here- it is flat out forbidden to hand 
over a list that members have not opted into, 
whether its offered, traded or purchased. So don’t 
do it.  The gist is: if your organization has no history 
with these list members, yet out of the blue they are 
all receiving communications from your organization 
- it’s a one-way ticket to major issues - like having 
your email program shut down.

That should be reason enough not to trade lists, or 
accept unknown lists, but even a so-called “clean” 
list can wind up hurting you when in comes to 
sending email.

How? You don’t know where every email from 
that “borrowed” list came from or how well they 
managed their list.  If used, you’re on the hook for 
the bad as well as the good.  If caught, no amount 
of excuses will resolve the issue quickly or painlessly.  



Spam prevention companies use a technique 
called spam traps, which are emails that should 
not be seen on a properly managed organic list.  If 
received by those spam prevention companies, the 
traps indicate to some of the most important and 
strict spam protection services that your list is not 
organic. The penalty can be severe including lost of 
list, prevention of emailing and even being kicked 
off your website hosting company.

How Does Spam Become Spam?
As mentioned, a lot of factors go in to delivering 
email, both technical and content-wise, and not 
all email service providers are alike. Spam filtering 
systems are like their own kingdoms. They all have 
different rules and can change on a whim. More 
so, they are not all enforced the same and are 
constantly evolving. Unfortunately for you, this 
means you may not even know what you’ve done 
wrong until its too late.

Gmail, AOL, Yahoo, Hotmail, Positini, Barracuda, 
Brightmail, Cloudmark, MessageLabs, IronPort, 
Outlook 2003 and 2007 all have different rule sets 
that react to your email in their own special way.

Some messages may send and some may fail 
because each individual system has learned what 
its users want, and don’t want, to receive. With 
every interaction between a user and an email 
(open, click, forward, delete, etc.), the mail server is 
learning what words, phrases and formats appear 
in spam emails. For all the unknowns about spam 
filters, there are a few things we do know. Email 
service providers are paying more and more 
attention to how individuals react to the emails they 
receive. Opening, clicking, replying and forwarding 
are all signs to the provider that the recipient wants 
the email.  But a quick deletion or a click of the 
spam complaint button means they don’t want the 
email and runs the risk of affecting you.

T W O  M O R E

WITH NON-OPTED IN LISTS
DANGERS

• User Unknowns 
This is a label that service providers have 
given to an email address that does not 
exist. The designation is a pretty big 
indication that the address came from a 
list that wasn’t organic. If you get enough 
of these designations, you could start an 
automatic process that results in having 
your emails blocked - a nightmare which 
can take weeks or months to clear. 

• Negative Individual Reactions:  
   Deletes and Spam-Reports

Let’s say your email reaches the intended 
recipient. If it’s something they didn’t ask 
for, they could choose to delete it without 
opening it, or worse, mark it as spam. 
These actions are both measured by service 
providers and can affect you in the long 
run. Providers pay attention to how people 
interact with email!  More than content, this 
is one of the top factors when it comes to 
deliverability.
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When it comes to designating email as spam, 
email service providers look at numerous factors 
on a massive scale.  They look at whether the user 
marks the email as spam (complaints) and whether 
the email address actually exists (user unknown). 
They also use key metrics like 0.1%, the number 
of complaints in a 24-hour period, and 1%, the 
number of user unknowns in that same period, as 
benchmarks for establishing your emails as possible 
spam.  In real numbers, that means for every 
10,000 emails you send, you should have less than 
10 complaints and less than 100 user unknowns. 
Cross those thresholds and it’ll cost you—not only 
in terms of deliverability but also real dollars and 
cents! 

For example, let’s assume a 10% click rate and $5 
per person who clicks (these are pretend stats). 
If 10,000 emails are sent and 86.3% (a real Salsa 
stat) are reaching the inbox, and 10% of those click 
through to donate $5, that’s $4,315 generated 
from the email. But, if only 78.4% of 10,000 emails 
(another real Salsa stat) are received then only 
$3,920 are generated.  Over twelve months, that can 
add up to almost a $5,000 difference. 

Growing Lists Organically =  
Good Outcomes
No doubt at some point you’ve felt pressure to 
build your supporter e-mail list quickly. Perhaps 
you’ve been tempted to leverage lists from others 
or to dip into paid acquisitions, thinking it’s best to 
not know where the recipients are from — but all 
evidence shows that shortcuts can wind up hurting 
you in the end when it comes to sending e-mail.  
You may be assured that organically grow lists will 
result in better outcomes.

  To keep your organic lists   
  performing well, follow these  
  four steps:

1. Segment your list. Put action takers in one list and  
 people who don’t respond in another.

2. Send e-mails to active supporters first. Think  
 about the math. If you hit the 0.1 percent  
 complaint limit early, the rest will have issues.

3. If people don’t respond, remove them from your 
 e-mail list. You’re probably not going to like this  
 step, but remember that these people are   
 making it more difficult to contact the people   
 who care, so stop sending them e-mails.

4. Remember to unsubscribe all  
hard bounces. Hard bounces show that an issue 
exists with the e-mail — either the address or the 
domain doesn’t exist, like User Unknowns. Like the 
deadweight mentioned in Step 3, they should be 
removed.

 

<TIP>
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What’s so Bad 
About Being 
Labeled Spam?
Bad email practice 
can hurt your 
deliverability and 
decrease the 
effectiveness of 
your email list. It 
can hurt others 

too.  If you’re using a shared IP, you could 
potentially affect the sending ability of other 
users too- even those who are employing best 
practices. For example, many of Salsa’s clients 
send their email blasts from several pools of 
shared IPs. We do our best to ensure that 
one client’s poor practices don’t negatively 
affect another, namely by segmenting these IP 
pools based on the quality of a client’s email 
practices. However, email service providers 
don’t just look at an individual IP anymore. 
Instead, they focus on the bigger picture and 
can react pretty strongly when confronted 
with situations like these.



If you haven’t already been building your opt-in list, here are a number of ways to reach a  
wide audience:
 
1. Social Media: Put social sharing on every web page and in every email, making it easier for your
 supporters to spread your message for you. Make certain the landing page has a spot to sign-up  
 for email.

2. Social Media Ambassadors: Recruit staff members & supporters who already use social media or write a  
 blog in their own time to be social media ambassadors.  Give them suggested posts with a tagged URL  
 to track who is sending you new supporters – both to give them thanks and to remember to go back to  
 them again in the future.

3. Tell-A-Friend Pages:  Every donation page, advocacy action, event page or other sign-up page on your 
 site should include an opportunity for supporters to “Tell-A-Friend” by simply inputting an email   
 address for them to send a pre-written message (that they can edit if they choose).

4. Timed Reminders:  Set up your campaign so that two days after 
 someone completes a donation, they receive an email thanking them   
 again for their donation and urging them to ask friends to donate too.   
 Make certain the email tells them how – provide a suggested facebook  
 post or tweet, give them email copy, etc.

5. More Sign-Up Pages: This may be simple to say, but make certain  
 every page of your site has some way to sign up and support your 
 cause. Offer then a newsletter sign-up, research, etc. in return for their  
 basic info including email address.  You can turn them into a donor   
 later once they are vested in your cause.

6. Peer-to-Peer Fundraising: Empower your donors to host their own   
 fundraising pages, or maybe even host what we’d call a distributed   
 event (they host the event and handle registration on your website).   
 If you don’t know how to do this, don’t worry!  The tools to do it are built-in to Salsa.  Call us.

7. Get Your Offline Supporters Online: With a list append service like Fresh Address, you can turn your 
 direct mail list into an email list.  Just remember to give them a chance to opt-out of email.  If they   
 support you offline, they may support your online appeals (and you may be able to eventually remove  
 them from your direct mail list and save money).

8. Work with a Lead Generation Org.: Groups such as Care2 and Change.org use their network to find 
 people to opt-in to your advocacy campaigns.  And, because they are already our partners, Salsa clients  
 may automatically add their new supporters to their database through ready-to-go integrations.

9. Leverage Chapters and Affiliates:  We have found that organizations that allow their chapters or 
 affiliates to manage their own lists often see dramatic list growth when they empower their affiliates.    
 Again, if you don’t know how to do this already, Salsa has tools that make this easy.

10. Build a Coalition of Giving: Giving is addictive, and someone giving to a cause similar to yours may 
 actually be your best bet.  So partner with similar organizations to yours to send your appeal to   
 their lists in trade for a chance to send to yours.  Similarly, they may give you props on their website.   
 Remember, don’t swap lists (that goes against all opt-in best practices).

For more information visit www.salsalabs.com/build-your-base
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How to Write Non-Spammy Content
There are many things you can do as you create 
emails to ensure they will make it through spam 
filters and be delivered by service providers.  Start 
by creating content that conveys your message in a 
clear, concise manner. Here are some other tips: 

• Avoid starting with “Dear Friend” or  
 “Dear” [Anything]
• Choose topics for emails that will likely interest  
 your supporters
• Make clichés as rare as needles in haystacks 
• Avoid cutting and pasting from MS Word
• Keep the formatting to what you’d use in a  
 personal email
• Make sure your html and plain text emails  
 are similar

Formatting matters too. Here are a few other things 
to keep in mind: 

• Use a sending email address that actually exists
• Use a sending address that is a business and not a  
 free service (i.e. don’t use a yahoo.com address)
• Be mindful of the unsubscribe link, it must be  
 present and be careful of the language used
• Stay away from uncommon fonts or unusual  
 formatting
• Make sure the balance between images and text  
 is right. Use alt text for all images
• Avoid all caps or “yelling” 

When you have a written, formatted draft, you may 
want to consider running it through a spam filtering 
software program before you send it. There are 
lots of options out there. Salsa, for example, uses 
a product called SpamAssassin to give clients a 
general sense of how well a given email will send. 
It’s important to understand though, even when 
using a filtering system, that it doesn’t necessarily 
mean your email is going to be deliverable with 
every service provider or to every email address on 
your list. It’s just another way to make every possible 
effort to get your email out.

 
Keep It Relevant & Clean  
(Your Lists, That Is)
On top of the actual content you write, making sure 
emails are relevant to the audience and getting 
them engaged is key. Remember the 0.1% spam 
complaints and 1% user unknown rules mentioned 
earlier? Maintaining rates below those numbers 
is easy if you’re keeping your lists clean. Ensuring 
individuals opt-in to your list solves a lot of the 
challenges, but stay away from stale lists and 
bad practices in general. As we’ve learned, email 
providers pay attention to how people interact with 
your email, not just what’s in them. There are a few 
ways you can help ensure you keep your lists clean 
and your audience pool interested:

• Start with an opt-in list of contacts, consider a  
 double opt-in
• Follow up soon(ish) with new subscribers to stay  
 fresh in their minds, tell them why they are  
 receiving the email and give them a chance  
 to unsubscribe
• Consider segmenting your lists based on those  
 who take action, and those who don’t to maximize  
 interest and response in your campaigns
• Test emails with the active supporters first- if you  
 clear the 0.1% and 1% rules, then try others next
• Monitor the content of your messages
• Test the spam score using the validation tab in the  
 email creation process
• Unsubscribe people when they request it
• Check your replies-when people unsubscribe, they  
 will often tell you why
• Monitor complaints (those who report your  
 email as spam)
• Remove addresses after one hard bounce- these  
 emails are truly problematic and will only continue  
 to negatively impact your sending

Now that you know the best practices for writing 
and sending emails, and creating your lists, it’s time 
to employ them. When it comes to avoiding spam, 
being good at employing best practices isn’t good 
enough anymore. You have to be great.  
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